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Installation of the wireless network eduroam with Windows Vista (UK)
for Tilburg University members.

Welcome to the installation guide of the wireless network eduroam. All universities in the
Netherlands offer the eduroam network. That means that you can use the internet via the
eduroam network when you are at another university in the Netherlands.

This guide will help you to install the wireless network eduroam step-by-step on your computer
with Windows Vista. Also check the eduroam website.

Unfortunately not every university in the Netherlands uses the same wireless settings. This
means that you might have to change the way eduroam is configured if you want to use it at
another university. You can ask this at the IT helpdesk of the university in question.

Installation of eduroam
For the first steps in how to set up an eduroam network connection at another institute, please collect
the information at the concerned institute. Consequently, follow the steps below.

Successfully added eduroam

< Connect to...

Open the "Connect to a network” dialog so I can connect.

< Change connection settings
Open the connection properties so that I can change the settings.

e Choose Change connection settings.
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You will then be navigated to the next page:

eduroam Wireless Network properties

Connection

Mame: eduroam
SSID: eduroam
Metwork Type: Access point
MNetwork Availability:  All users

Connect automatically when this network is in range
|| Connect to @ more preferred network if available
|| Connect even if the network is not broadcasting

e Make sure that the box Connect automatically when this network is in range is checked.
You can leave the other boxes unchecked.
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e Click on the Security tab.
e Again make sure that WPA2-Enterprise with AES encryption is selected.
e The network authentication method should be Microsoft: Protected EAP (PEAP).
e Also make sure that the box with Cache user information... is checked.
e Now click on Settings.

The following screen will pop-up:

Security type:

Encryplion type:

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v || settings...

Cache user information for subsequent connections
to this network
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Prote;ed EAP PropertiesI . u

When connecting:
Validate server certificate

Connect to these servers:

1 ]

Trusted Root Certification Authorities:

W] Class 3 Public Primary Certification Authority

| | | GTE CyberTrust Global Root

[] Microsoft Root Authority

["] Microsoft Root Certificate Authority
("] Thawte Premium Server CA

. || Thawte Timestamping CA

i Notel Select the AddTrust External CA Root

[ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) '] [ Configure...

Enable Fast Reconnect
|| Enable Quarantine checks
[| Disconnect if server does not present cryptobinding TLV

OK Cancel

QE!!===_

At the top of the page check the box Validate server certificate.

Check in Trusted Root Certification Authorities AddTrust External CA Root .
Make sure that the box with Enable Fast Reconnect is checked.

Secured password (EAP-MSCHAP v2) should be selected

Then click on Configure.
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The next pop-up will appear:

Frotecteq EAF | S |

EAP M5SCHAPvZ Properties

When connecting:

1 Automatically use my Windows logon name and

password (and domain if any).

GlobalSign Root CA

|| Go Daddy Class 2 Certification Authority

|| GTE CyberTrust Global Root -
4| 1 | »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

|Eemrv.=_-d password (EAP-MSCHAF v2) ""| | Configure... |

Enable Fast Reconnect
|| Enable Quarantine checks
|| Disconnect if server does not present cryptobinding TLY

ok || Ccancel

e Uncheck the box with Automatically use my Windows logon name and....
e Click on OK.
e After that click 2 more times on OK and on Close.
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If everything was configured correctly, you will see a textbox pop-up at the bottom right of your laptop
screen:

A« Additional information is required to connect to eduroam.

== C(Click to provide additional information and connect

Tuesday
8/19/2008

If this text box doesn't appear you have to go back to the Network and Sharing Center:

b B
-e
.'r.\‘. R -
U |-..~ » Control Panel » Metwork and Sharing Center - |‘f| | Search 2|
File Edit View Tools Help

fasis Network and Sharing Center

View computers and devices

- View full map
Connect to a network

Manage wireless networks H&'II' i
oy =x= g "
Set up a connection or network
SYNCMASTER Internet
Manage network connections (This computer)
Diagnose and repair

5- Not connected

Wireless networks are available,

Connect to a network

=

Windows Firewall

e Click on Connect to a network...
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The following screen will pop-up:
[ ESHiel™x™)

{\\-;_.) E Connect to a network

Select a network to connect to

Show |4l -

. E’ Unnamed MNetwork Security-enabled network !!!jj
hh eduroam Security-enabled network !!!j £
cam, "
~h MNeoc-Test Security-enabled network !!!j
cul L]
- 4 [T

Set up a connection or network
Open MNetwerk and Sharing Center

[ Connect Il Cancel

e Double-click on eduroam.

You will then be navigated to the following page:

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network

< Enter/select additional log on information

= Connect to a different network

e Click on Enter/select additional log on information.
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Now you will be directed to the next pop-up:

r = 1.

&
B

User name:

Password:

Logon domain: UVT.NL

save this user name and password for future use

-

e Enter your username and password.
e The domain should be UVT.NL.
e Click on OK.

After about 5 - 10 seconds your connection with the eduroam network is established. If you hold your
mouse above the following icon (which should look the same as on the picture below) you will see the
following:

Currently connected to:

edurocam ﬁ!
£ Access: Local and Internet 55!

éi m 853PM
B (3 Wednesday

B %! 8/20/2008

You have now successfully configured eduroam on your laptop. The next time you start your computer
at the UvT campus you will be automatically connected with the eduroam network.

This is the end of the installation guide of the eduroam network. If you have any question regarding
this guide, you can contact us by e-mail lis-servicedesk@uvt.nl or by telephone

(013-4663111).
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